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Abstract— Fog computing is a new computing paradigm 

for meeting ubiquitous massive access and latency-critical 

applications by moving the processing capability closer to 

end users. The geographical distribution/floating  features 

with potential autonomy requirements introduce new 

challenges to the traditional methodology of network 

access control. 

In this project, a blockchain-enabled fog resource access 

and the granting solution is proposed to tackle the unique 

requirements brought by fog computing. The smart 

contractual concept is introduced to enable dynamic, and 

automatic credential generation and delivery for an 

independent offer of fog resources. Negotiated transaction 

mechanism supports the fog resource provider to 

dynamically publish an offer and facilitates the choice of 

the preferred resource by the end-user. There is no central 

authority needed to verify your identity, and relieve the 

processing pressure brought by massive access and single-

point failure. Our solution can be extended and used in 

multi-access and especially multi-carrier scenarios in 

which centralized authorities are absent. 
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I. INTRODUCTION 

Fog computing, as shown in Fig. 1, is an extension of 

traditional cloud-based computing model, which selectively 

moves computing, data storage, transmission, jurisdiction and 

decision-making closer to the network edge where data are 

being generated. Similar with edge computing concept, fog 

computing can relieve the limitations in current network 

infrastructure and better support mission-critical, data-dense 

use cases. 

Fog computing is often erroneously called edge computing, 

but there are key differences. As its name suggests, fog is 

geographically distributed with uncertainty and instability, 

similar to the real fog that floats everywhere without a fixed 

shape. As for the edge concept, it always means relatively 

static or stable resources, which are typically deployed at 

certain places, e.g., a central office. 

In a word, federating and floating are the key differences 

between the fog and edge nodes rather than physical location. 

In fog cases, the geo-distributed fog resources are formed as a 

widespread resource pool. 

In addition, different fog nodes may work together to support 

collaborative tasks, e.g., Augmented Reality(AR) mobility, 

robot teamwork, and distributed storage. Services or 

applications can be unaware of any specific fog node that 

provides resources and where it is. To some extent, edge 

computing can also be considered as a type of fog computing. 

In contrast with traditional cloud computing, several unique 

features bring quite different problems in fog computing 

scenarios. First, each fog node must authenticate the requestor 

and verify its right to access the fog resources. In traditional 

cloud computing, normally an access entrance is responsible 

for all authentication and authorization actions. 

This centralized access entrance performs a unified 

authentication and authorization procedure, which means that 

each subscriber usually uses a static password/key to access 

corresponding resources until they intend or are required to 

change the password/key. 

In addition, the price of a resource usually is static and unified 

no matter when the subscriber requests that resource unit. A 

similar phenomenon occurs in a telecom network: all 

resources for upper-layer applications are deployed behind an 

access gateway that is responsible for performing 

authentication/authorization/accounting functions. All the 

resources belong to the operator and a uniform access offer is 

provided. 

In fog scenarios, fog resources are physically located on the 

network edge, which is beyond the traditional access gateway, 
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e.g., broadband network gateway and mobile management 

entity entities. Basically, traffic must undergo a round trip 

through an access gateway, because the edge/fog node cannot 

perform access control. In addition, different fog nodes may 

belong to different vendors, and even an individual can share 

spare resources on a residential gateway or WLAN AP and 

make these entities work as fog nodes. These different fog 

providers may have to perform autonomous access control and 

independent charging actions. To some extent, fog providers 

must build their own access control infrastructure. On the 

other hand, fog node providers may decide their own price for 

a resource according to the cost, time, node status, and even 

personal preference. The subscribers have more choices on fog 

nodes/providers and therefore may choose more cost-effective 

nodes to fulfill their requirements. During the access of the 

entire fog resource and granting procedure, several issues 

emerge. 
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ISSUES IN THE EXISTING SYSTEM 

In contrast with traditional cloud computing, several unique 

features bring quite different problems in fog computing 

scenarios. First, each fog node must authenticate the requestor 

and verify its right to access the fog resources. In traditional 

cloud computing, normally an access entrance is responsible 

for all authentication and authorization actions. This 

centralized access entrance performs a unified authentication 

and authorization procedure, which means that each subscriber 

usually uses a static password/key to access corresponding 

resources until they intend or are required to change the 

password/key. In addition, the price of a resource usually is 

static and unified no matter when the subscriber requests that 

resource unit. A similar phenomenon occurs in a telecom 

network: all resources for upper-layer applications are 

deployed behind an access gateway that is responsible for 

performing authentication/authorization/accounting functions. 

All the resources belong to the operator and a uniform access 

offer is provided.  

 

III. PROPOSED SYSTEM 

Fog resources are physically located on the network edge, 

which is beyond the traditional access gateway, e.g., 

broadband network gateway and mobile management entity 

entities. Basically, traffic must undergo a round trip through 

an access gateway, because the edge/fog node cannot perform 

access control. 

chains,  
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Figure 1: Data flow diagram 

 

 

 
 

The existing access authentication and requirements of 

geographically distributed fog nodes. For example, it cannot 

support peer-to-peer authentication between a    

requestor/subscriber and resource granting solutions in cloud 

computing are not adaptive to the unique a provider/fog node. 

In addition, it lacks the capability of secure access with 

traceable and irreversible record. 

The smart contract concept is introduced to enable dynamic, 

automatic credential generation and delivery for independent 

fog resource access and permit. In our design, a smart contract 

is a series of software codes intended to digitally facilitate, 

verify, or enforce the negotiation or performance of a contract 

on fog resource access and permit. A private blockchain was 

built up with several Go-Ethereum clients [15], which serve as 

miner nodes and transform the devices into an Ethereum 

node[16]. When a fog node is willing to share its resources, it 

can submit an independent lease contract on the Ethereum-

based blockchain. 

 

IV. RESULT 

Fog computing plays a crucial role in satisfying the 

requirements of delay-sensitive applications, such as VR, AR, 

and industrial production lines. Fog nodes are also a type of 

network resource, but they have unique characteristics: geo-

distributed, autonomous, and independent offerings. 

Traditional network control and resource granting 

methodologies usually assume that the relevant resources are 

placed behind a certain authentication/accounting point, which 

may not be suitable for fog computing cases. Furthermore, in 

some cases, fog nodes may belong to different owners or 

individuals who would sell the resources at a very different 

price and may dynamically adjust the resource offer. 

Addressing these new requirements, we propose a smart-

contract-based fog resource access and granting mechanism to 

enable decentralized authentication and independent resource 

offering/granting for each fog node. 
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